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An essential element of the success of
the U.S. program is its export control
laws and regulations. These laws are
internationally recognized as the most
robust and effective in the world....
[At the 2006 UN Review Conference
on Small Arms} the United States
will make the case that its laws, prac-
tices and enforcement procedures are
effective models other nations should
follow.

—Assistant Secretary of State John Hillen,
Baltimore Sun, July 2006

Does United States policy indeed represent
the gold standard for export controls on
small arms, as often asserted? Recent events
suggest that it is time for a fresh look at
this common claim.

Ten years ago the United States and its
European partners began to grapple with
new realities about the proliferation of small
arms. In the early 1990s, the forces that dis-
solved the Soviet Union also pried locks off
the central warehouses where Cold War
weapons had been stored, even as the super-
powers and their allies averted their gaze
from the conflicts that had once engaged
them. Fresh supplies of assault rifles and
other easily portable weapons began flood-
ing conflict zones, threatening life and
livelihood of the world’s poorest peoples.

In October 2000, UN Secretary General
Kofi Annan soberly announced that the an-
nual death toll from small arms regularly
exceeded the carnage wrought at Hiroshima
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and Nagasaki. No less than the atomic
bombs that devastated those cities, he ar-
gued, smaller weapons should be recognized
as “weapons of mass destruction.” The Unit-
ed States formally undertook to address the
growing concern, promising to “promote re-
gional security, peace and reconciliation in
regions of conflict and to make the world
safer by helping to shut down illicit arms
markets that fuel the violence associated
with terrorism and international organized
crime.” Washington offered strong support
for the recommendations of a UN Panel of
Experts on Small Arms, and in December
2000 pledged to observe the highest stan-
dards of restraint in its own small arms ex-
port policies.

Senior government officials frequently
hold up U.S. laws, practices, and enforce-
ment procedures as an effective model for
other nations to follow. Even analysts and
non-governmental organizations (NGOs)
who are otherwise critical have lauded U.S.
policy. In 2005, the independent Small
Arms Survey ranked the U.S. first among
25 countries in its Transparency Barometer,
with a score of 16 out of 20 on an index as-
sessing export reporting practices. Similarly,
a consortium of NGOs reviewing state efforts
to implement the UN’s 2001 action plan
on small arms gave the United States mostly
high marks for its policy and programs.
The Congressional Research Service (CRS) in
2006 summed up the consensus: “The ex-
port licensing and monitoring laws, regula-
tions and procedures of the United States
are widely acknowledged to be the most
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transparent, comprehensive, and stringent in
the world.”

Understandably, American policy on
small arms reflects multiple interests and
contains enduring tensions, notably between
the desire to promote legitimate exports and
the need to prevent illegal and dangerous
deals. But statements and actual behavior
present puzzling and troubling contradic-
tions. For example, in December 20006, the
United States was the only UN member to
vote against a resolution, introduced by the
United Kingdom, to begin negotiations on
a treaty to establish “common international
standards for the import, export and transfer
of conventional arms.”

It is difficult to reconcile this opposition
with testimony by a U.S. representative to
the Security Council in 2002 advocating
strict export and import controls as “the
most effective way to prevent small arms
and light weapons from getting into the
hands of those who will misuse them,” or
with efforts to secure a universal agreement
on export criteria for shoulder-fired missiles
known as man portable air defense systems
(MANPADS).

It is apparent that senior officials hold
conflicting views about the breadth of the
policy and the range of its application. Prior
to last summer’s UN conference on small
arms, a U.S. spokesperson told a public au-
dience that “Congress [had} legislated a cra-
dle-to-grave approach to weaponry [mandat-
ing that} government agencies follow each
piece through its life cycle, from manufac-
turing and brokerage through export and re-
transfer.”

In September 2006, however, a report
by the Special Inspector General for Iraq
Reconstruction disclosed that the Depart-
ment of Defense had transferred hundreds of
thousands of pistols, assault rifles, and ma-
chine guns to Iraqi security forces without
recording serial numbers or establishing any
other mechanism for accountability. In its
reply, the Defense Department protested
that it was not responsible for cataloging
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weapons destined for a foreign government.
The Inspector General in turn rejected these
claims, citing Pentagon regulations that re-
quire automated registration of all small
arms in their inventories, including those
released under foreign military sales
arrangements.'

It is dismaying that Defense Depart-
ment officials did not recognize that their
own procedures required them to register
these weapons. From a policy perspective,
it is yet more troubling that none of the
agencies involved related the incident to
the larger policy and procedures concerning
the responsible transfer of U.S. weapons.
Despite these explicit standards and a
strong commitment to careful handling,
the United States oversaw a two-year pro-
gram of arms transfers into a volatile, inse-
cure region without even minimum stan-
dards of accountability, recklessly contraven-
ing the tenets of its own policy and best
practice.

Contradictions like these are not sim-
ply oversights, common failures of imple-
mentation, or even the result of flagging
political will. As elaborated below, they
extend from confusion about the actual
content of U.S. small arms policy, and its
representation.

What exactly zs U.S. policy on small
arms transfers? Though policies are always a
blend of words and deeds, analysts must be-
gin with the words governments use to de-
scribe their own policy intentions. As elabo-
rated below, however, the U.S. has not one,
but two, formally established frameworks
concerning the international supply of
weapons. One of them is expressed in terms
of high principles; the other is a shadow
policy that rests on political considerations,
including expediency. Both approaches are
encased in law and one cannot be considered
more “official” than the other. The conflict-
ing representations presented below reflect
different political values, and different
political priorities, but analytically, they
must be understood as different aspects of
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a single, integrated approach to small arms
transfers.

The Principled Approach

Before the illicit trade in small arms
and light weapons can be dealt with
effectively, it is essential that we first
carefully regulate the international
transfers (legal trade) in SA/Lw and en-
sure that it is properly controlled. To
that end, the U.S. Government regu-
lates arms exports under fully transpar-
ent procedures and promotes greater
openness in the practices of other
nations.

—U.S. State Department Fact Sheet,

July 2001

The U.S. policy on small arms transfers as
openly articulated by government officials is
predicated on America’s superpower status
and its role as a leading purveyor of
weapons. In the 1930s, the federal govern-
ment asserted its authority to regulate and
control all U.S. arms transactions, and in
successive decades it has taken that responsi-
bility seriously. Policy documents of record
attest to a principled approach, emphasizing
restraint, control, and transparency in order
to reduce the risks of criminal and political
violence. Notwithstanding America’s recog-
nition of the right of self defense and its
support for the legitimate trade in weapons,
the U.S. has declared itself a global leader in
“efforts to mitigate the illicit trafficking and
destabilizing accumulation of small arms
and light weapons.”

As officials frequently point out, U.S.
weapons transfers are governed by law, no-
tably the Arms Export Control Act (AECA)
and the Foreign Assistance Act (FAA). These
statutes authorize sales and grants arranged
by the federal government and spell out
conditions for commercial exports. Provi-
sions in the United States Code and a set
of implementing regulations known as the
International Traffic in Arms Regulations
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(ITAR) subject all transactions to government
approval and explicitly prohibit exports to
countries under U.S. or UN embargo. They
also require that a country’s human rights
record be considered before an arms transac-
tion is authorized. Undersecretary of State
Robert Joseph highlighted features of the
regulatory regime in his speech to the 2006
UN review conference on small arms:

The United States has a robust and
transparent system of laws and regu-
lations governing national holdings,
manufacture and the international
movement of small arms and light
weapons. All firearms, by law, are
marked at the time of manufacture
and import. In addition, we have
some of the strongest laws of any
state concerning third-party trans-
fers of weapons. The United States is
also one of only a handful of coun-
tries to assert universal jurisdiction
on all U.S. weapons or citizens in-
volved in the arms trade, no matter
where they are located. A robust
end-use monitoring system and a
tough legal framework for enforce-
ment support this export control
regime.

U.S. statutes establish the legal underpin-
nings of the regime, and congressional over-
sight is exercised through the House and
Senate appropriations committees, the
armed forces committees, the international
relations committees, and various subcom-
mittees.

Because the laws are robust, the imple-
mentation machinery is necessarily complex.
More than a dozen quasi-independent agen-
cies are charged with implementation and
enforcement. Although a comprehensive re-
view of the numerous programs lies beyond
the scope of this article, a cursory overview
is instructive. In the 2006 report prepared
for Congress, CRS analyst Richard Grimmett
singled out the defining features of U.S.
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small arms policy: efforts to curb black
market transfers; promoting accountability
within the legitimate trade; assisting other
countries to improve their own standards;
and destroying excess weapons.” These four
objectives serve as a useful framework for re-
viewing the extensive array of programs. At
the same time, they offer a perspective on
the policy as represented by programs.

Programmatically, the U.S. places great-
est emphasis on efforts to curb the supply
of unauthorized or black-market small arms
destined for conflict zones, terrorists, inter-
national criminal organizations, or drug
traffickers. This is also the most complex as-
pect of the policy, with responsibility for
implementation shared by the Departments
of State, Commerce, Defense, Homeland
Security, Justice, and occasionally, the
Department of Treasury. Activities range
from criminal prosecutions to end-use moni-
toring and training programs for industry
compliance.

Because most illegal traffic in weapons
across U.S. borders is in the outbound direc-
tion, federal agencies primarily focus on
export activities. Agents with the Federal
Bureau of Investigation (FBI), the Bureau of
Alcohol, Tobacco, Firearms and Explosives
(ATF), and the new Immigration Customs
Enforcement Agency (ICE), housed in the
Department of Homeland Security, regularly
intercept and prosecute arms deals involving
light weapons. In 20006, for example, ICE
agents foiled a plot to export scores of state-
of-the-art firearms, machine guns, sniper
rifles, and surface-to-air missiles to Tamil
Tigers in Sri Lanka.

The ATF’s National Tracing Center is oc-
casionally asked to assist international crim-
inal investigations through gun analysis by
tracking the movement of U.S.-origin
firearms. Over a two-year period in the late
1990s, for example, some 150 cases investi-
gated by the ATF involved international
small arms trafficking. The powers of these
various law enforcement agencies are sup-
plemented by the Treasury Department’s
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Office of Foreign Assets Control, which has
authority under the Emergency Economic
Powers Act to freeze foreign assets under
U.S. jurisdiction. It was thus the Treasury
Department that in April 2005 slapped
sanctions on four individuals and 30 compa-
nies linked to the notorious Russian arms
trafficker, Victor Bout.

More routinely, U.S. agencies promote
voluntary compliance. To discourage illicit
deals, and to enable exporters to recognize
disreputable business partners, agencies
within the State and Commerce Depart-
ments collaborate to maintain and publicize
lists of parties who are debarred or otherwise
restricted from trade in defense or dual-use
commodities. All license applications are
screened against these watch-lists—and,
in 2006, that involved a review of some
66,000 applications against lists that in-
cluded more than 130,000 foreign and do-
mestic individuals and companies. When
warning signs are triggered in the process
of license review, transactions may be sub-
ject to close scrutiny and sanction under a
State Department program known as Blue
Lantern (operated by the Directorate of De-
fense Trade Controls, or DDTC).” In 2001, af-
ter a highly critical report from the U.S.
General Accounting Office prompted con-
gressional intervention, the Department of
Defense launched a similar program for for-
eign military sales, dubbed Golden Sentry.
Although neither program focuses primarily
on small arms, the Blue Lantern program is
required by statute to include among its
priorities weapons that can be easily divert-
ed, and Golden Sentry includes surveillance
of shoulder-fired Stinger missile. From
2002—04, Blue Lantern checks resulted in
52 unfavorable “determinations” involving
small arms, a full 80 percent of those
weapons destined for Latin America."

While it works to stem illicit trade, the
U.S. also promotes lawful export. A second
set of programs is thus intended to support
industry and commercial agents without
compromising stringent controls. At times,
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this requires a balancing act, and govern-
ment agencies advertise their commitment
to assist legitimate transactions even as they
threaten punishment for those who trans-
gress. Both the DDTC (State) and the Bureau
of Industry and Security (Commerce) run
periodic seminars to present and explain
regulations and processes, and they provide
online services to facilitate legitimate busi-
ness transactions. Small arms exports ac-
count for less than one percent of the $20
billion U.S. commercial weapons trade, but
U.S. companies nevertheless claim the great-
est dollar-value share of the world’s small
arms market, providing licensed firearms
and crew-based weapons to approved cus-
tomers in 112 countries.

Industry complaints about bureaucracy
and red tape are common, but they relate
primarily to large and high-value weapons
systems and dual-use items. In 2007, eight
trade organizations launched a campaign to
make the export controls more “efficient,
predictable, and transparent,” but it is un-
clear how their proposals, if enacted, would
affect the export of small arms and light
weapons. U.S. military and diplomatic per-
sonnel are statutorily prohibited from en-
couraging or influencing the purchase of
U.S.-made military equipment unless they
are specifically instructed to do so by the
administration, but as a practical matter, the
arms industry, including small arms suppli-
ers, benefits from Pentagon promotion. The
Pentagon exhibits U.S.-made weapons at
arms shows around the world, and small
arms and light weapons are often included
in package deals arranged through the For-
eign Military Sales program. In addition,
the Department of Defense facilitates the ac-
quisition of weapons through various grant
programs, including most recently supplies
to Iraq and Afghanistan.

A third set of programs relates to stock-
pile management and efforts to reduce the
worldwide supply of excess weapons. This is
the most recent programmatic initiative,
formally launched with the creation of the
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State Department’s Office of Weapons Re-
moval and Abatement (WRA) in 2003. In
the 1990s, U.S. military forces destroyed
thousands of small arms on an ad hoc
basis—in Haiti, Panama, Liberia, Kosovo,
and Albania. More recently, the focus has
shifted to portable missiles. In collaboration
with the Pentagon’s Defense Threat Reduc-
tion Agency (DTRA), over the past several
years, WRA has arranged to destroy more
than 18,500 MANPADS, many of them old
and obsolete by contemporary military
standards, but dangerous nevertheless.
Until now, the budget for weapons destruc-
tion has been very modest, averaging only
$2—8 million since 2001, but the Bush ad-
ministration has dramatically increased its
funding request for 2008. If fully funded,
$44.7 million will be made available for
overseas small arms stockpile reduction.

Finally, several programs and initiatives
revolve around the objective of encouraging
other countries to raise their own arms
export standards. This is the area where dif-
ferences between the Clinton and Bush ad-
ministrations are most apparent, and this as-
pect of policy is highly nuanced. In the late
1990s, Washington backed several interna-
tional initiatives, including the Inter-Amer-
ican Convention Against the Illicit Traffick-
ing in Firearms and the UN Firearms Proto-
col. The Bush administration has retreated
from many of these initiatives, however, and
in diplomatic forums it has effectively con-
veyed its disinterest in advancing normative
agreements.

In the meetings that led to the 2006
UN review conference on small arms, offi-
cial spokespersons regularly emphasized
U.S. non-negotiables, and the “redlines”
tended to overshadow any positive contribu-
tion or initiative backed by the United
States. This signaling seems primarily ad-
dressed to the domestic gun lobby, however,
and comprises only part of the story. Further
away from public scrutiny, bureaucrats in
various agencies have engaged in transna-
tional conversations of a technical nature
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to assist other countries’ efforts to meet
international standards.

Since 1999, the State Department’s Of-
tice of Export Control Cooperation and oth-
er U.S. agencies have actively participated
in the “unrestricted discussion and debate”
that takes place at annual international con-
ferences on export controls, and regulations
developed by the Commerce Department’s
Bureau of Industry and Security adhere to
Organization of American States standards,
even though these have not been formally
endorsed by the Senate.

Collectively, the programs in these four
distinct areas constitute a comprehensive
and admirably robust approach to the con-
trol and regulation of U.S. small arms trans-
fers. Moreover, they project a responsible
and conscientious approach to handling the
supply of lethal weapons. An analysis of per-
formance would no doubt reveal discrepan-
cies between policy and practice among nu-
merous other shortcomings, but there can
be little doubt about the government’s com-
mitment to a principled policy for the traf-
fic in these weapons. The trouble is that this
represents only part of the picture, viewed
in the most favorable light.

The Shadow Policy

The DoD Small Arms Serialization Pro-
gram provides a national registry of
DoD weapons. Only DoD weapons are
included in this registry. There is cur-
rently no provision or mechanism to
register foreign owned weapons in this
program. Therefore, the recommenda-
tion to comply with the DoD Small
Arms Serialization Program is unattain-
able.

—Multi-National Security Transition

Command-Iraq, October 2006

As comprehensive as it appears to be, the
small arms transfer policy publicized by
State Department websites is incomplete.
What is missing? In a nutshell, the policy
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outlined above excludes discussion of the
lawful but covert, undisclosed, incompletely
monitored, or unregistered transfers.
Weapons supplied under the terms of what
can be called a “shadow policy” account for
a fraction of all U.S. weapons transfers, but
in the context of the War on Terror they
have come to represent a substantial portion
of transfers of small arms and light weapons.

In the three years from 2003-05, the
U.S. government sent more unregistered light
weaponry to Iraq than it had provided to
the rest of the world through its publicly re-
ported Foreign Military Sales program over
the previous five years.” Because these arms
are so easily diverted to the black market,
they represent some of the most problematic
weapons in circulation. They also give rise
to the most serious contradictions in U.S.
small arms policy.

Analysts and small arms control advo-
cates have wrestled with the knotty question
of properly describing and assessing trans-
fers that do not seem to fit within the
bounds of the publicly espoused policy.
Covert transactions of questionable nature
are sometimes called “gray market transfers”
and considered illicit at best. Other transac-
tions—such as the non-U.S. weapons pro-
cured for Iraq—appear to fall outside com-
mon categories of grant or sale. Discussions
and analyses that treat such transactions as
exceptional or illicit are problematic as they
imply that some transfers are not covered by
law or policy.

In fact, the surreptitious or irregular
provision of weapons is not an exception to
U.S. policy; over the past 60 years it has
been an integral component of the policy.
Excluding such transactions from analysis,
or treating them as a category apart, deflects
attention from the laws, oversight mecha-
nisms, and programs that constitute a cru-
cial element of small arms transfer policy.
To complete the analysis of existing policy, a
fifth prong, acknowledging shadow trans-
fers, must be added to the framework out-
lined in the 2006 CRs report.
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As with other aspects of U.S. policy, the
shadow policy on small arms is shaped by
law, implemented through government pro-
grams, and subject to congressional budget
approval and oversight. As already noted,
the most robust and stringent provisions of
law apply to commercial transactions vetted
and approved through the State and Com-
merce departments. Shadow transactions are
generally completed under other legal provi-
sions, in particular the Foreign Assistance
Act and the 1947 National Security Act.
The FAA establishes the legal framework for
weapons furnished to other countries on a
grant basis. It also provides the president
with authority to draw down U.S. defense
stocks on an emergency basis—including
weapons acquired abroad—for antiterrorism
assistance, narcotics control, and other des-
ignated purposes.

In theory, all U.S. government transfers,
whether accomplished by grant or sale, are
subject to statutes that require assurance
that the recipient will use the weapons only
for their intended purpose, and that subse-
quent transfer or resale of the weapons is
contingent on U.S. approval. In practice,
however, weapons supplied via grant pro-
grams may be subject to minimal or no
scrutiny, particularly if the weapons in
question are not U.S.-manufactured. De-
fense Department procedures, as a case in
point, assert continuing U.S. responsibility
for the proper use of weapons provided to
other countries, but only if they are of
U.S.-origin.’

To support other countries with nar-
cotics control, the Drug Enforcement
Agency is limited to providing nonlethal as-
sistance. The president, however, has more
extensive powers. Since 1996 he has been
authorized to use military drawdowns for as-
sistance with narcotics control and any other
“anti-crime purpose,” to any country, on any
terms and conditions he approves, “notwith-
standing any other provision of law.” And
as noted below, programs authorized via the
mechanism of national defense and emer-
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gency supplemental authorization bills in
the aftermath of September 11 also lend
themselves to shadow transfers, in part via
provisions that suspend constraints imposed
by the FAA.

Prying Open the Door

Covert actions provide an additional, sepa-
rate legal channel for shadow transfers. The
statutory underpinnings for such operations,
including weapons transfers, are found in
the National Security Act, incorporated into
Title 50 of the U.S. Code under the heading
of War and National Defense. (The Arms
Export Control Act and the Foreign Assis-
tance Act, by contrast, are included in

Title 22, Foreign Relations.) Title 50’s pro-
visions make it lawful for the government to
engage in activities “to influence political,
economic, or military conditions abroad,
where it is intended that the role of the
United States Government will not be ap-
parent or acknowledged publicly.” By law,
such actions are distinguished from tradi-
tional law enforcement, intelligence and
military activities, and from traditional
diplomatic practice.

The 1947 statute has periodically been
modified, and a U.S. president authorizing a
covert operation today must be mindful of
several constraints. Most importantly, ac-
tions cannot be taken in violation of the
Constitution, U.S. statutes, or express con-
gressional prohibition. Since 1974, the pres-
ident has been formally required to report
all covert operations to Congress; since 1991
he has been required to issue a written
“finding” confirming that each such opera-
tion is necessary to support identifiable for-
eign policy objectives and is important to
the national security.” The law further stipu-
lates that all intelligence agencies involved
in a planned action must be identified, and
Congress must be informed before the in-
tended action commences.

Anecdotal evidence suggests that strict
legal requirements may have resulted in
fewer formally declared covert actions, but
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not necessarily fewer transactions in the
shadows.” After consulting with State
Department lawyers about the finer points
of law in his efforts to find means of supply-
ing weapons to the Bosnians, the veteran
U.S. diplomat Richard Holbrooke is report-
ed to have summarized the constraints as a
progression: “...[Sluggesting to a foreign
country that it might consider a covert ac-
tion appeared perfectly legal; going one
step further and encouraging a foreign
country appeared legal but potentially risky
from a political standpoint. Actually sup-
porting the foreign action through direct
participation, the reports said, crosses the
line into covert action.” The legal reforms
seem principally to have inspired clever
interpretations and innovative policy
“workarounds.”

In any event, the legal constraints
appear not to have had great practical or
political effect. Not only are numerous
workarounds available to a determined pres-
ident or his aides, but congressional over-
sight has been ambivalent, at the least. In
the first place, congressional authority is
limited. Statutes (enacted by Congress) enti-
tle lawmakers to appropriate information
but they also assert very clearly that covert
actions are not subject to congressional ap-
proval. Secondly, Congress has lacked the
political will to impose meaningful con-
straints on the executive. In the face of exec-
utive excess, Congress has episodically ex-
pressed outrage and threatened to exercise
muscle, but for the most part legislators
have appeared content to settle for inclusion
in the information loop via select commit-
tees on intelligence.

These committees are charged to exer-
cise Congress’s statutory right to be notified
when defense items with aggregate value in
excess of $1 million are transferred beyond
control of the U.S. government by any intel-
ligence agency in a given fiscal year. It is
unclear, though, whether such oversight
authority or potentially significant budget
authority results in fewer arms transfers.
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In some cases it may be that consulta-
tions with Congress (or even the specter of
consultations with Congress) work to cancel
or curtail ill-advised plans. In other cases,
members of Congress may actually use their
authority and privileged knowledge to in-
crease authorized funding for arms transfers.
Such was the case with Congressman Charlie
Wilson (D-TX), who used his powers as a
member of the House Appropriations De-
fense Sub-Committee to significantly aug-
ment funds for covert small arms transfers
to Afghanistan. Less subtly, in 1994 Con-
gress specifically instructed the U.S. govern-
ment not to enforce an arms embargo on
Bosnia. In 1998, it went yet further, author-
izing nearly $100 million in military assis-
tance (including weapons) to bolster a flag-
ging White House initiative to assist Iraqi
dissidents in their efforts to remove Saddam
Hussein from power in Iraq.

The instruments used to implement the
shadow policy have evolved considerably
over the past six decades. During the height
of the Cold War, the U.S. depended prima-
rily on the Central Intelligence Agency (CIA)
to carry out covert actions, including the
provision of weapons and money to procure
them. After a number of failed operations
and congressional inquiries in the 1970s,
however, covert operations were made sub-
ject to somewhat greater scrutiny and be-
came more cumbersome as a tool of secretive
presidential policy. The complexity of the
U.S. intelligence community—today com-
prised of 16 separate agencies—offers the
executive some choice in carrying out shad-
ow operations, including secret arms trans-
fers. While the CIA remains the best known
intelligence agency, the Pentagon currently
has a much more extensive intelligence net-
work and today accounts for the great bulk
of national intelligence funding."

Opver time, presidents and their advisors
have been inventive using government agen-
cies as well as outside actors to implement
various aspects of the shadow policy. To stay
within the bounds of law (and circumvent
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Congress), for example, the Reagan adminis-
tration turned to members of its National
Security Council (NSC) to carry out the Iran-
Contra project, which involved the surrepti-
tious supply of weapons to both Iran and
the Nicaraguan Contras.

Although Congress enacted an amend-
ment explicitly forbidding use of appropri-
ated funds and U.S. intelligence agencies to
overthrow the Nicaraguan government, NSC
officials secretly sold weapons to Iran and
diverted the proceeds to arm the Contras. In
the same period, Washington persuaded
Saudi Arabia to pay for millions of AK-47
assault rifles and other light weapons to be
channeled to the Afghan mujabideen through
Pakistani intelligence services. During the
1990s, covert supplies to Bosnia-Herzegov-
ina appear to have involved the Air Force in
some measure, and possibly Special Forces
under control of the Pentagon. According
to the Dutch government’s 2002 report on
the 1995 massacre at Srebrenica, it is not
clear which nation’s pilots flew the Hercules
C-130 cargo planes that ferried ammuni-
tion, machine guns, Stingers, and other
light weaponry on “black flights to Tuzla”
in clear violation of a UN arms embargo,
but the success of those flights definitely re-
quired collaboration of AWAC surveillance
under U.S. control. Ten years later, Bosnia
faced the challenge of disposing of its
wartime stocks of light weaponry, and re-
cent reports from Amnesty International
suggest that some U.S. officers serving un-
der NATO command authorized transfers to
Rwanda and Iraq."

More recently, questions have been
raised about U.S. covert activities in Soma-
lia, formally under a UN arms embargo
since 1992. Sizable payments by CIA agents
to Somali warlords in exchange for informa-
tion about al Qaeda operatives are thought
to have financed illicit weapons that fueled
open hostilities in 2006." Stories circulating
in 2007 further suggest that the U.S., in
collusion with Saudi Arabia, has clandes-
tinely armed Fatah al-Islam in Lebanon."”

3
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As intimated, the features of a shadow
transfer may vary according to circum-
stances. Some involve covert operations;
some do not. The U.S. military and the c1a
air-lifted weapons to various anti-Taliban
troops in Afghanistan in the fall of 2001,
and reports suggest that President Bush
may have authorized a covert action to by-
pass requirements associated with more
public forms of military assistance.'* Other
shadow transfers have been authorized more
openly. The 2006 Emergency Supplemental
Appropriations Act, for example, includes
provisions to supply light weapons for nar-
cotics control in Afghanistan, and several
other programs created in conjunction
with the War on Terror lend themselves
to shadow transfers even if they do not
extend from formally declared covert
operations.

Among them is a military training
program known as “Section 1206,” which
permits the Pentagon not only to train but
also to equip foreign military personnel
without going through the State Depart-
ment’s normal screening procedures.” A
second program, known as Coalition Sup-
port Funds, reimburses allies for outlays
related to their counterterrorist operations
as well as for military support in Iraq and
Afghanistan. Pakistan, Poland, Jordan,
Afghanistan, Uzbekistan, Georgia, Ukraine,
Czech Republic, and Djibouti are among
the countries that have benefited from this
program. Reimbursements may cover am-
munition as well as fuel, security, and airlift,
but there is virtually no mechanism to es-
tablish accountability for these funds."

Other programs—including the Iraq
Security Forces Fund, the Afghanistan Secu-
rity Forces Fund, and general provisions
under Section 1205 of the 2006 Emergency
Supplemental bill—openly authorize trans-
fer of defense articles to Iraqi and Afghan
security forces but appear to bypass the
most stringent requirements of formal
policy, especially where non-U.S. weapons
may be involved.
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Government data typically refer to
weapons of U.S.-origin, but the United
States has frequently chosen to supply de-
fense articles not readily identified as Amer-
ican. Stockpiles of Soviet-style weapons cap-
tured during the Vietnam War facilitated
many clandestine transfers during the Cold
War, though, at times, weapons were pur-
chased abroad. Iran-Contra conspirators, for
example, went to some lengths to procure
Chinese MANPADS for supply to Nicaragua,
and many of the AK-47 assault rifles sup-
plied by the U.S. to Afghan mujahideen in
the 1980s were made in Egypt.'” The trans-
fer of Soviet-style weapons did not end with
the Cold War, however. Since 2003, the
U.S. has provided some 185,000 AK-47’s to
Iraqi forces, along with more than 26,000
Warsaw Pact grenade launchers, machine
guns and other rifles."

In this analysis, I have treated shadow
transfers as a residual category. In some way
or another, all shadow transactions fall out-
side the bounds of the most stringent provi-
sions of the arms export or foreign assistance
laws. In some cases these shadow transfers
are made public, but they are nevertheless
exempted from the most rigorous require-
ment of law, including continuous, “cradle
to grave” oversight. Most shadow transfers
additionally share a marked lack of trans-
parency. Details of a particular supply opera-
tion may be held tightly, even if the transfer
itself complies with American law. Informa-
tion is not always shared with the public
(indeed, emergent information may be de-
nied), and in some cases pertinent details
may be withheld from most members of
Congress as well. Presidential directives are
usually classified documents, and intelli-
gence committees in the Senate and the
House are not at liberty to discuss informa-
tion shared with them in camera.

Whether secrecy is motivated by discre-
tion or expediency, its natural effect is to
limit accountability. U.S. statutes require
proper end-use certification and secure
stockpiling as a pre-condition for the
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supply of weapons by grant or sale alike,
but it is difficult to see how such assurances
can be offered when the transfer itself takes
place in the shadows. It is unclear, for exam-
ple, whether weapons recently supplied to
Afghanistan under presidential drawdown
authority have, as a matter of policy imple-
mentation, been processed to provide re-
quired assurances about end-use and
retransfer.

In 2005, a NATO official interviewed by
Amnesty International described massive
arms shipments from Bosnia, while the
Stabilization Force (SFOR) was under U.S.
command. The official told Amnesty that
“NATO has no way of monitoring the ship-
ments once they leave Bosnia {and] there
is no tracking mechanism to ensure they do
not fall into the wrong hands.” The ship-
ments in question were apparently destined
for Iraq and they may well have included
some of the weapons that have since appar-
ently gone missing. Less than a year after
the U.S. Inspector General for Iraq pointed
out deficient accounting procedures by the
Multinational Force-Iraq, the U.S. Govern-
ment Accounting Office reported that some
190,000 weapons transferred to Iraq could
not be tracked."” Transfers to Iraq can hardly
be considered covert operations, yet they
seem not to be covered by the “principled
policy” and in the details they are as opaque
as other shadow transactions.

Costs and Consequences

A comprehensive view of U.S. small arms
policy that incorporates both the principled
approach and the shadow policy helps ex-
plain contradictions like those presented at
the outset of this article. While Washington
has embraced and actively promotes high
standards of accountability for weapons
openly supplied, it is apparently wary of

a global agreement to make all transfers
equally transparent. Such an agreement
would effectively countermand the shadow
policy. The historical reliance on back chan-
nel arrangements for delivering weapons
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under the shadow policy feeds a careless at-
titude toward some transfers, which sheds
light on the stunning lack of accountability
for weapons supplied to Iraq as reported by
the Inspector General. And it helps explain
the Pentagon’s reluctance to answer ques-
tions in 2004 about its probable use of
planes owned by Victor Bout to drop sup-
plies in Afghanistan and Iraq, though just a
year later OFAC froze the notorious traffick-
er’s assets and banned any American firm
from business transactions with him.

What at first appears to be contradictory
policies or performance failures are in fact
manifestations of the dual tracks of U.S.
small arms policy. Recognizing, and ac-
knowledging, both tracks help explain the
contradictions, but it doesn’t solve attendant
problems. Thousands of AK-47 assault rifles
supplied to Afghan mujabideen in the 1980s
reportedly circulate in arms markets in
South Asia, Kashmir, Southeast Asia, and
the Middle East. And weapons provided by
the United States to Central America in the
same period continue to stock today’s Latin
American black market.

The shadow policy originated during
the Cold War, at a time when Washington
regularly sought to disguise its involvement
in the internal politics of other countries.
How well it served American interests in
earlier decades is open to debate, but its
current costs are apparent. Directly and in-
directly, clandestinely supplied weapons can
have dire consequences in the world’s most
politically precarious places. These weapons
are easily diverted into the black market,
and the shadowy supply networks that prof-
it from such trade erode the governance ca-
pacity of already weak states. Indeed, the
ready availability of illicit weapons threatens
the ability of many states to maintain even
titular monopoly on the use of force, a
defining feature of the modern state.

The costs of over-supply of small arms
and light weapons are generally charged to
people who have the misfortune of living in
war zones, ot to the amorphous account of
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“global security.” But the shadow policy also
exacts cost from the United States. The very
existence of a shadow policy undermines the
efforts of American arms export officials to
promote “best practice” standards that em-
phasize a broad national commitment to
comprehensive, enforceable controls. More
pointedly, it undermines the credibility of
Washington’s publicly espoused policy, rais-
ing difficult questions about its own com-
mitment to the principles it promotes.

Washington could address this problem
and resolve the most troubling contradic-
tions in its current policy by pledging to
make all weapons it supplies traceable, as its
European partners appear willing to do. The
avowed policy on conventional arms trans-
fers requires consideration of a recipient
country’s record on human rights, terrorism,
and proliferation, as well as the potential for
misuse or diversion, before an arms sale can
be approved.

Those same standards should apply to
all transfers, whatever the means of delivery.
As a matter of overarching principle, the
U.S. should not supply weapons to any par-
ty for whose use it is unwilling to accept re-
sponsibility. This principle is already im-
plicit in statutory provisions that require
end-use certification and retransfer agree-
ment for openly supplied weapons. It should
be extended to the supply of all weapons
lawfully provided by or through the United
States, whether or not they are of U.S.-man-
ufacture. To that end, unequivocal language
asserting this principle should be inserted
into all the relevant statutes, including the
1947 National Security Act, the Foreign
Assistance Act, and the Arms Export Con-
trol Act.

There is also need to scrutinize existing
law, implementing regulations and pro-
grams that permit any weapons transactions
to escape the most robust standards of ac-
countability and broadest interpretations of
U.S. statutes on arms transfers. This in-
cludes arms transfers associated with covert
actions, but it also relates to growing
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reliance on Pentagon-directed programs that
downplay or circumvent human rights con-
siderations, and to Defense Authorization
legislation that fails to ensure intended end-
use and limit re-transfer options. As a start-
ing point, legislators should categorically
reject legislation that includes the phrase
“notwithstanding any other provision of
law,” and instead assert the applicability of
all provisions of the AECA and FAA. Where
full accountability is not established, the
risk of diversion into the black market can
be very high, and the probability that
weapons will be used to the detriment of
human rights and welfare is increased.

Although the small arms issue is regu-
larly overshadowed by the drama of nuclear
proliferation and the hard reality of impro-
vised bombs in Iraq, the threats and chal-
lenges it poses remain very real. Over the
last several decades the number of small
arms manufacturers and exporting states has
increased dramatically, adding a new layer of
complexity to the international arms bazaar.
In the meantime, these arms remain the
weapons of choice and convenience in low-
intensity conflicts that large powers try to
control with low-cost solutions. Warlords,
insurgents, or government-sponsored militia
in Sudan and Somalia have had little diffi-
culty acquiring weapons, despite imposition
of a mandatory UN arms embargo. The con-
tinued supply of these arms not only fuels
conflicts, but also jeopardizes lives of peace-
keepers and relief workers.

Continued reliance on shadow transfers
belies a commitment to address these chal-
lenges. Efforts to refit the Cold War policy
as a tool against terror are misguided. What
is true for MANPADS is true for other small
arms and crew-based weapons: the unmoni-
tored supply of these weapons is dangerous
and risky business. The United States
should be strengthening its commitment to
a policy based on principles and exercising
vigilance to ensure it is not undermined.
These principles already inform the best
practice on small arms transfer standards in
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such international organizations as the
Wassenaar Arrangement and the OSCE.
What remains is for Washington to ensure
that all of its transfers will be subject to
these same high standards. Until it does so,
it is poorly positioned to criticize those who
break UN arms embargoes, or who divert
weapons to the black market.

Indeed, Washington’s current dual-
track policy provides political license to
other states inclined to make irresponsible
or clandestine transfers. If the United States
is not prepared to amend its own policy,
it can hardly claim the high ground over
those leaders who clandestinely supply
lethal weapons in pursuit of their own
ideological or mercantile interests. @
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